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2.2.5 Setting Up Backup Codes

Backup codes are emergency codes to be used when you cannot use your normal
authentication method due to loss or breakdown of your smartphone, a change in
phone number, poor connection, or other issues.

They can also be used when logging in to Google from a computer other than your
usual one in situations where you cannot use the on-campus authentication

phone number, such as during telework or business trips.

Please store the obtained backup codes separately from your

Tohoku University email address and password.

Backup codes can be obtained once 2-Step Verification is turned on.
Please turn on 2-Step Verification using any of the procedures in 2.2.1 through
2.2.4.

Setup Procedure

1. Complete "2.1 Preparing for Multi-Factor Authentication" and open

the "2-Step Verification" screen.

2. Select "Backup codes".

Second steps

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

:? Passkeys and security keys Add a passkey >

D Google prompt >

og' . . )

o= Authenticator ) Add authenticator app >

E] Phone number ©® >

m Backup codes §) Get backup codes % CI iCk
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3. Select "Get backup codes".

< Backup codes

Print a list of codes to keep with you that you can enter
to sign in. Keep these backup codes somewhere safe
but accessible.

Click
r\ + Get backup codes I]

4.Select "Print codes" or "Download codes" and save your backup codes.

< Backup codes

Print a list of codes to keep with you that you can enter to sign in. Keep
these backup codes somewhere safe but accessible.

Your backup codes

10 backup codes remaining ¢ m™
Created just now

1234 5678 1234 5678
1234 5679 1234 5679
1234 5670 1234 5670
1234 5676 1234 5676
1234 5675 1234 5675

P ~ Click either.
|\ # Print codes /.i I,\ &, Download codes y
S — - -
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Usage Procedures
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1. Enter your email address and password on the Google login screen.

2. Select "Try another way" on the 2-Step Verification screen.

3. Select "Enter one of your 8-digit backup codes".

P
=

2-Step Verification

To help keep your account safe, Google wants to make sure
that it’s really you trying to sign in

@ @tohoku.acjp ~ )
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Choose how you want to sign in:

. Getacall at seemsese-ce
2-Step Verification phone
Standard rates apply

@] Enter one of your 8-digit backup codes

(@ Try another way

Click
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4. Enter one of your saved backup codes and select "Next".
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Note: If you are using a shared computer or one that is not exclusively yours,

please uncheck "Don't ask again on this device".

V ad
J
» - . 2-Step Verification In ut
2 Ste p Ve rl ﬁ Cat I O n Enter one of your 8-digit backup codes @ p
/—
To help keep your account safe, Google wants to make sure ;
that it's really you trying to sign in ’ 1 2 34 5678 ﬂ
(@ @tohoku.ac.jp '—) [
3 - 4’ Don’t ask again on this device
@Uncheck as necessary.
Try another way
®Click

A backup code that has been used once cannot be used a second time.

When you run out of usable backup codes, please return to the beginning of the

procedure and obtain new backup codes.

5. Login is complete.
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