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2.2.2 Setting Up with Phone Number (SMS)

SMS is a method of receiving a verification code sent to your registered mobile phone number.

Intended Users

- Users who cannot use an authenticator app.
- Users who have a mobile phone or smartphone capable of receiving SMS messages.

Setup Procedure

1. Complete "2.1 Preparing for Multi-Factor Authentication" and open

the "2-Step Verification" screen.

2. Select "Phone number".

¢ 2-Step Verification

Turn on 2-Step Verification -

‘ R
Prevent hackers from accessing your account with an * a
additional layer of security. -
Unless you're signing in with a passkey, you'll be asked
to complete the most secure second step available on
your account. You can update your second steps and

sign-in options any time in your settings. Go to Security
Settings=

Second steps

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

:? Passkeys and security keys @ Add a passkey +

D Google prompt >
ag " e ; C I IC k
0%, Authenticator ) Add authenticator app >

b

@) Add a phone number

[ E! Phone number

Turn on 2-Step Verification
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3. Click "Add phone number".

< 2-Step Verification phones

You can add phone numbers to get sign-in codes and
security alerts.

-

':_/ + Add phone number |

L

Click

4. After entering your mobile phone number, select "Receive codes by text message"

as the delivery method.

5. Select "Next".
~

| Adda phone number

A phone number can be used to verify it's you when signing in g

alerts if there's unusual activity, @Enter your mobi'e phone number
+81 —— ‘

‘ - ) ‘

You can use a Google Voice number, but you won't be able to receive codes if
you lose access to your Google Account. Charges from your carrier may apply.
Learn more about how Google uses this info @

(@ Receive codes by text message l @Select

(O Receive codes by voice message

Cancel l Next

6. Click "Save" from "Confirm your phone number".

Confirm your phone number

Make sure is the number you would like to save. When you
need to use your phone number to verify it's you signing in, codes will be sent to [
this number by text message.

Back
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7. Click "Turn on".

¢ 2-Step Verification phones

Click

Turn on 2-Step Verification

Use your phone number as a second step when
signing to add an additional layer of security to your
account

You can receive sign-in codes at these numbers. You may have additional
numbers that can be used to recover your Google Account. Manage
recovery phones

. i

) To keep your account safe, there's a security delay before you can use
a new phone for 2-Step Verification.

~

+ Add a backup 2-Step Verification phone :\

. _/

I
{
\

8. Select "Turn on 2-Step Verification".

Regarding 2-Step Verification, in addition to this procedure, please also complete either
procedure 2.2.1 or 2.2.3.

Second steps

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

:? Passkeys and security keys @ 1passkey >
D Google prompt @ 1device >
og' ; . N
8% Authenticator @ Add authenticator app

E' Phone number @ >

Turn on 2-Step Verification After completing either procedure
2.2.1 or 2.2.3, click.
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9. Select "Done".

You're now protected with 2-Step Verification

i

When signing in you'll be asked to complete the most secure second step, so
make sure this info is always up to date

‘.? Passkeys and security keys (@ 1passkey
D Google prompt © 1device

El Phone number (@)

S ik
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10. Confirm that "Turn off 2-Step Verification" is displayed.

Second steps

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

:? Passkeys and security keys @ 1passkey >
D Google prompt @ 1device >
:5 5: Authenticator @ Add authenticator app >
E' Phone number ® >
B  seciup codes Confirm the display >

Note: Do not click.

=4

L:f Turn off 2-Step Verification
e

If "Turn off 2-Step Verification" is not displayed, the setup is
not complete. Please check the steps again.

This concludes the setup for "2.2.2 Setting Up with Phone Number (SMS)".
Please refer to the following pages for the login procedures using SMS.
In addition, please be sure to complete "2.2.5 Setting Up Backup Codes" to prepare

for unexpected circumstances.

https://www.bureau.tohoku.ac.jp/i-synergy/tumail/manual/2-2-5-eng.pdf
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Usage Procedures

1. Enter your email address and password on the Google login screen.

2. I1f the "Get a code to sign in" screen appears, select "Try another way".

@Check the wording on the screen.
Note: If "Get a code to sigh in" is displayed, you cannot

log in using the SMS verification code.

G

7~
[G et a COd e to Sig n i n To get your security code, go to g.co/sc in a new browser window

This extra step helps make sure it’s really you signing in

Enter security code w

7 . ™
\‘\@ @tohoku.ac.jp ~ /,\

Don’t ask again on this device

- Try another way Next
@Click [—¢

3. If you are prompted for a login method, select "Get a verification code at ...".

~~

J

2_Step VerIﬁCathﬂ Choose how you want to signin:
To help keep your account safe, Google wants to make sure it’s Ep Use your Security Key

really you trying to sign in Can't find an eligible device

7 ™
\ @tohoku.ac.jp ¥ ) L
@ il [E] Get a verification code at ++e-s+ss-2+
2-Step Verification phone
Standard rates apply

Click

(3 Try another way
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4. Enter the phone number registered under "Phone number" and select "Send".

G

2-Step Verification

To help keep your account safe, Google wants to make sure it's
really you trying to sign in

.@ @tohoku.ac.jp ~ ) )
2-Step Verification
Get a verification code
To get a verification code, first confirm the phone number you added to
your account =««-+ . Standard message and data rates may apply.
hone nu
(DEnter your registered phone number * ||
Don't ask again on this device
@Uncheck as necessary S

®Click

5. Check the verification code sent to your mobile device via SMS.

Your Google
verificati

[ 123456 < 123456
Check the code
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6. Enter the verification code received via SMS into "Enter the code" and select "Next".

G

. . .
2 - Ste p Ve r I ﬁ C at I O n A text message with a 6-digit verification code was just sent to

Enter the code

e 123456

To help keep your account safe, Google wants to make sure it's

really you trying to sign in
(@ @tohoku.acjp ~ ) A !
- - /4’5 Don't ask again on this device \

(DEnter the verification code

@C"Ck Try another way

@Uncheck as necessary

Note: If you do not receive the SMS, select "Resend it".

o

. . -
2 - Ste p Ve r I ﬁ Cat I O n A text message with a 6-digit verification code was just sent to
To help keep your account safe, Google wants to make sure it's Enter the code
really you trying to sign in G- |
(@ @tohoku.ac.jp ~ \,‘
E - [0 Don'task againon this device

Resend it .
Click
Try another way m

6. Login is complete.

Next, please be sure to complete "2.2.5 Setting Up Backup Codes".

https://www.bureau.tohoku.ac.jp/i-synergy/tumail/manual/2-2-5-eng.pdf
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