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2.2 Setup and Usage Procedures for Multi-Factor Authentication

There are multiple methods for multi-factor authentication.
This section explains the setup and usage procedures for the following authentication methods.
Please review the procedures in 2.2.1 through 2.2.4, select the method that best suits your needs, and set

up multi-factor authentication.

If you have no specific preference, we recommend setting it up using

the Authenticator App as described in section 2.2.1.
2.2.1 Setting Up with Authenticator App

This is the method of receiving a verification code via an authenticator app.

Intended Users

- Users who have no issue installing an authenticator app, such as Google Authenticator or
Microsoft Authenticator, on their smartphone.

- Users who already use an authenticator app, such as Google Authenticator or
Microsoft Authenticator.

What to Prepare

- Smartphone
- Authenticator app
e.g., Google Authenticator, Microsoft Authenticator, Authy, etc.

Setup Procedure (This example uses Google Authenticator.)

1. Download and install an authenticator app from the App Store or Google Play.

Note: If you have already installed an app, please proceed to Step 2.
i0S,iPadOS : Google Authenticator
,6 Android : Google Authenticator
w App Store ' Google Play
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@
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2.2.1 Setting Up with Authenticator App

2. Complete "2.1 Preparing for Multi-Factor Authentication" and open
the 2-Step Verification screen.

3. Select "Authenticator".

< 2-Step Verification

Turn on 2-Step Verification

Prevent hackers from accessing your account with an *
additional layer of security.

@ P—
Unless you're signing in with a passkey, you'll be asked l\_ [ °

to complete the most secure second step available on
your account. You can update your second steps and
sign-in options any time in your settings. Go to Security
Settings=

1

Second steps

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

-..? Passkeys and security keys @ Add a passkey +

Click
O

Google prompt >
Tag' ; Z
DO, Authenticator @ Add authenticator app >
El Phone number @ Add a phone number >

Turn on 2-Step Verification
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4. Select "+ Set up authenticator".

< Authenticator app

Instead of waiting for text messages, get verification

codes from an authenticator app. It works even if your
phone is offline. < % ‘ % >

First, download Google Authenticator from the Google
Play Store or the iOS App Store.

[f + Set up authenticator ~]4 CI i Ck

5. A QR code will appear on the screen.

Set up authenticator app

« Inthe Google Authenticator app 1ap the +

« Choose Scan a QR code

Scan the QR code with the
authenticator
app on your smartphone.

Can’t scan it?

Cancel Next
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2.2.1 Setting Up with Authenticator App

6. Open the authenticator app and tap "Add a code".

Looks like there aren't any Google
Authenticator codes here yet.

T
o 1 i Ao 4 i

7. Tap "Scan a QR code".

Add an authenticator code

To begin, either scan the QR code or
manually enter the setup key.

[©] Scana QR code

Tap

Enter a setup key
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2.2.1 Setting Up with Authenticator App

8. The authenticator app will be set up, and a verification code will be displayed.

Please check if your Tohoku University email address is displayed.

Google: @tohoku.ac.jp (DVerify the email address

975 434

Confirm that the verification code is displayed

9. Enter the 6-digit code displayed on your authenticator app onto your computer screen.

10. Select "Verify".

Set up authenticator app

Enter the 6-digit code you see in the app ®| nPUt

975434

@Click

Back Cancel I‘u’erify ’
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2.2.1 Setting Up with Authenticator App

11. Select "Turn on".

< Authenticator app

Click

Turn on 2-Step Verification
e To sign in with your authenticator app, turn on 2-

Step Verification.

Instead of waiting for text messages, get verification codes from an
authenticator app. It works even if your phane is offline.

First, download Google Authenticator from the Google Play Store or the i0OS
App Store.

Your authenticator

Tl Authenticator IE
B%  Added just now

Change authenticator app
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12. Select "Turn on 2-Step Verification".

Regarding 2-Step Verification, in addition to this procedure, please also complete any one

of the procedures from 2.2.2 through 2.2.4.

Second steps

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

-..? Passkeys and security keys @ 1 passkey >
D Google prompt (&) 1device >
og? : .

g%, Authenticator (&) Added 1 minute ago >
E’ Phone number @ Add a phone number >

After completing any one of the procedures
Turn on 2-Step Verification from 2.2.2 through 2.2.4, click.

13. Select "Done".

You're now protected with 2-Step Verification

When signing in you'll be asked to complete the most secure second step, so
make sure this info is always up to date

‘.? Passkeys and security keys & 1passkey

D Google prompt @ 1device
od : .
[o%, Authenticator @ Added 1 minute ago

@<| Click
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14. Confirm that "Turn off 2-Step Verification" is displayed.

Second steps

Make sure you can access your Google Account by keeping this information up to date and adding more sign-in options

:Q Passkeys and security keys (©) 1 passkey >
D Google prompt (&) 1device >
:E S: Authenticator @ Added 1 minute ago >
El Phone number ) Add a phone number >
Backup codes Confirm the display >

Note: Do not click.

[ l Turn off 2-Step Verification /I

If "Turn off 2-Step Verification" is not displayed, the setup is
not complete. Please check the steps again.

This completes the setup for "2.2.1 Setting Up with Authenticator App".
For instructions on how to log in using the authenticator app, please see the following pages.
In addition, please be sure to complete "2.2.5 Setting Up Backup Codes" to prepare

for unexpected circumstances.

https://www.bureau.tohoku.ac.jp/i-synergy/tumail/manual/2-2-5-eng.pdf
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Usage Procedures

1. Enter your email address and password on the Google login screen.

2. 1f the "Get a code to sign in" screen appears, select "Try another way".

(DCheck the wording on the screen.
Note: If "Get a code to sign in" is displayed, you cannot log

in using the verification code from the authenticator app.

P ad

J S~
[G et a COd e to Sig n i n To get your security code, go to g.co/sc in a new browser window

This extra step helps make sure it's really you signing in

Enter security coce ‘

(7 0
\ \@ @tohoku.ac.jp ~ )

Don't ask again on this device

aclick r——t | EED

3. If you are prompted for a login method, select "Get a verification code from
the Google Authenticator app".

=

!

2_Step Vel"lﬁCathn Choose how you want to sign in:
To help keep your account safe, Google wants to make sure it’s Gh Use your Security Key

really you trying to sign in Can't find an eligible device

t:@ @tohoku.ac.jp ~ :f'

BF  Get a verification code from the Google Authenticator ]
app

Click

(@ Try another way
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4. When logging in, "2-Step Verification" will appear.

=

<J
2 S V -ﬁ . 2-Step Verification
e te p e rl Cat I O n Get a verification code from the Google Authenticator app
To help keep your account safe, Google wants to make sure it's
really you trying to sign in Enter code
(@ @tohoku.ac.jp v)_\
) Don't ask again on this device

Try another way Next
5. Open the authenticator app and check the verification code.
<Android> <iPhone >
Tl c @ = Google Authenticator s (O
Google: @tohoku.ac.jp
975 434 4 o
Google: mpmmismmsnid@tohoku.ac.jp

{87 957 ¢
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6. Enter the "security code" and select "Next".

Note: If you are using a shared computer or a computer that is not exclusively yours,

please uncheck the box for "Don't ask again on this device."

P
7
) . 2-Step Verification @DIn put
2 Ste p Ve rlﬁ Cat I O n Get a verification code from the Google Authen 7
—
To help keep your account safe, Google wants to make sure it’s 7z
really you trying to sign in ﬂ 97 54 34 ]
(@ @tohoku.ac.jp v;\.\
- 4& Don’t ask again on this device
@Uncheck as necessary
Try another way
®Click

7. Login is complete.

Next, please be sure to complete "2.2.5 Setting Up Backup Codes".

https://www.bureau.tohoku.ac.jp/i-synergy/tumail/manual/2-2-5-eng.pdf
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